Many applications use asymmetric cryptography to secure communications between two parties. One of the main issues with asymmetric cryptography is the need for vast amounts of computation and storage. While this may be true, elliptic curve cryptography (ECC) is an approach to asymmetric cryptography used widely in low computation devices due to its effectiveness in generating small keys with a strong encryption mechanism. The ECC decreases power consumption and increases device performance, thereby making it suitable for a wide range of devices, ranging from sensors to the Internet of things (IoT) devices. It is necessary for the ECC to have a strong implementation to ensure secure communications, especially when encoding a message to an elliptic curve. It is equally important for the ECC to secure the mapping of the message to the curve used in the encryption. This work objective is to propose a trusted and proofed scheme that offers authenticated encryption (AE) for both encoding and mapping a message to the curve. In addition, this paper provides analytical results related to the security requirements of the proposed scheme against several encryption techniques. Additionally, a comparison is undertaken between the SE-Enc and other state-of-the-art encryption schemes to evaluate the performance of each scheme.
and its corresponding ciphertext, as a consequence of which the adversary attempts to obtain the secret key [9] . The second attack, CPA, can occur when an adversary has the ability to choose random plaintexts transmitted for encryption, and then to obtain the corresponding ciphertexts. Therefore, the adversary in the CPA attempts to reduce the security of the scheme [10] . In the third attack, COA, the adversary is assumed to have access only to a set of ciphertexts, meaning that they can extract the plaintext or the secret key [11] . Finally, the CCA is characterised by an adversary's attempt to acquire information from plaintexts by obtaining the decryptions of selected ciphertexts. Therefore, the adversary attempts to obtain the secret key used to decrypt the message [12] . Throughout this work, the tests used against each of these attacks are denoted as follows [13] : The motivation behind this work is the security flaws that many schemes illustrated in previous section may vulnerable to them. Many papers lack of the description how the encoding phase is actually done. Many security analysis need to be addressed in order to provide an Authenticated Encryption scheme namely KPA, CPA, CCA, etc. The main focus and contribution of this work is to offer an AE scheme using ECC as following:
• Describe the security flaws in ECC encoding and mapping phases. These flaws fall under several encryption attacks such as COA and CPA.
• Secure message encoding phase by applying Block Cipher Modes of Operation that resistant to COA, KPA, CPA, Replay Attack and Malleability Attack.
• Provide a comprehensive study of the padding step that significantly affect the performance of the scheme in the encoding phase.
• Provide security analysis for the proposed scheme that satisfying the security requirements in the second item.
Having provided an introductory overview, the remainder of this paper is organised as follows: in Section 2, a literature review of other schemes is provided. Following by the preliminaries section which covers the problem statement and overview of ECC. Section 4 covers in details relating to the SE-Enc scheme are presented; in Section 5, security analysis and performance evaluations are described in detail; and finally, Section 6 offers concluding remarks and discusses avenues for future research.
II. RELATED WORKS
Several schemes advocate the use of ECC to exchange and secure communications between two parties. For instance, the elliptic curve integrated encryption scheme (ECIES) uses ECC to generate a shared key between two parties, and then encrypts the message using an AE scheme [15] - [18] . However, several schemes have been proposed to reduce the computation overhead needed to calculate the public and private keys. Other have schemes introduced methods to encode the message numerically, for instance using ASCII code [19] , converting it into bits, and then into decimals or by creating a private mapping table. Significantly, these schemes are vulnerable to several attacks, including various types of plaintext attack. Therefore, other schemes have been formulated to overcome these vulnerabilities, with notable methods relying on the XOR operation and mapping to a secret matrix. However, these schemes are also vulnerable to ciphertext attacks, collision attacks, and the MITM attack. Many schemes do not offer AE where it should be invulnerable and signed.
Recent proposed schemes are using ECC to reduce the encryption computation to overcome the limitation of lowend devices. Nearly all of these schemes have not provided details about how messages are converted into numerical values to be mapped to the elliptic curve. These schemes provide many enhancements in certain areas other than the security enhancements on the ECC itself. For instance, [20] - [22] proposed schemes that use ECC without detailing how messages are encoded and mapped to the selected curve. As a result, these schemes reduce the computation process and power consumption. On the other hand, [23] - [25] provided efficient algorithms that enhance scalar multiplication on the elliptic curve. However, several schemes have given details about the encoding and mapping phases. The remainder of this literature review focuses on these schemes and, in particular, the question of how the message is converted into numerical values to be mapped on the elliptic curve.
Koblitz [26] introduced the first curve used in ECC. In addition, the author defined how to encode plaintext to numerical values to be mapped to his curve. In his scheme, the author used each character in the plaintext and encoded it based on the ASCII table. For instance, for the word ''Hello'', the outcome after encoding to numerical values was ''72 101 108 108 111''. Following this, the author mapped each ASCII value to the elliptic curve. Given that the ASCII table is common and known to all parties, there is no need to distribute it to another party for the purpose of decrypting and decoding the message. However, an adversary can learn from the ciphertext transmitted between the two parties because the same encrypted characters are repeated in the ciphertext. Therefore, an adversary could launch a ciphertext attack and decrypt the transmitted message.
Tiwari and Kim [27] proposed a novel method informed by DNA-based ECC. DNA genome sequences were used to assign values to different character sets in a message. Since this mapping is random and uses pseudo-random data, the randomisation of mapping characters is employed to encrypt the message and, furthermore, to ensure that it cannot be decrypted without the DNA genome sequences. However, both the sender and the receiver must agree on these sequences before encrypting and decrypting the message. Therefore, the DNA genome sequences need to be secret and no parties except the sender and the recipient can use these. Otherwise, the scheme becomes vulnerable to encryption flaws. In addition, the scheme proposed by these authors fails to address the encoding process that converts the message into numerical values to be used for mapping to the DNA genome sequence. Consequently, the scheme is vulnerable to certain encryption attacks.
Singh and Singh [28] proposed an image encryption scheme using ECC and reduced the encryption computation to the following two operations: firstly, an operation involving pixel grouping into a single integer, where the number of pixels in each group is based on the ECC key size; and secondly, an operation in which these groups of pixels are mapped to one large integer, which is then mapped to the elliptic curve. The performance of this scheme depends on the number of pixels that exist in one group. Significantly, a large number of pixels in one group decreases the computation overhead and, in this way, increases the performance. However, the number of pixels in one group depends on the key size, where large keys increase the pixel count. While this may be true, incrementing the key size leads to an increase in the encryption and decryption computation and storage overhead. As a result, the performance is affected in both cases.
Sengupta and Ray [29] introduced message mapping and reverse mapping on ECC. In their scheme, the authors first selected a fixed number of characters from the message for every step. Following this, the second step involved mapping this set of characters to the ASCII code. In turn, the third step mapped this ASCII code to the elliptic curve. In order to prevent non-mapping results, the authors proposed padding each set of characters to 8 bits to add one bit each time the mapping failed to find corresponding y value. Although the scheme produced promising results, analysis indicates that is vulnerable to CPA when there is an equality of the set of characters. In addition, the scheme did not specify the encryption step required to secure the ciphertext.
Singh and Singh [30] and Das and Giri [31] proposed a scheme to encrypt text messages using ECC. The scheme starts by converting the message into its corresponding ASCII value using the ASCII table. Then, the result is partitioned to a fixed number of characters, which results in a set of groups. Following this, each group is converted into large integer values, taking the base as 65536. If the previous step count is odd, then padding is used with the ASCII blank space code (i.e., ''32'') to ensure that it is even, which results in P m . In turn, a random number k is selected and kG is computed, where G is the base point, along with kP b , where P b is recipient's public key. Following this, the ciphertext (kG, P m + kP b ) is computed. This scheme uses the ASCII table to encode messages, which makes it vulnerable to CPA.
In addition, the authors did not discuss how P m is mapped to the elliptic curve.
Similarly, Das and Giri [31] proposed encoding two algorithms to create group of numerical values using sum of positional weight with base b IntegerDigits[n, b]−1. The first algorithm of encoding when the b is dynamic integer number. The highest value of this number is the highest value of ASCII table which is 65536. In addition, the value n is key size used on the scheme where they suggest to use 192 bit key. Thus, the number of the groups that can be combined according to there method is IntegerDigits[192bit, 65536] − 1 = 11. Authors suggest that the b could be reduce to less than 65536, thus the number of groups can be increased to more than 11. However, authors did not provide any details about how to reduce the ASCII table to reduce the base. The second algorithm when the b is not dynamic, in the other word it is fixed. Authors suggest that the number of combing group is equal to Number of p digits IntegerDigits[n,b]−1 which equal to 58−1 11 = 6. Both algorithms provide small combing groups which result on increase of computation overhead. In addition, both algorithms use ASCII values without manipulating it, which result to both algorithms are vulnerable to CPA.
King's [32] scheme mapped a message to an elliptic curve using a probabilistic method. In this scheme, the author used the binary string interpretation of a message for the probabilistic equation. Thus, for each j, j = 0 to K − 1, the x j of the elliptic curve point is equal to M * K + j mod p, where M satisfies (M + 1)K < p. In turn, y j computed as x 3 j + ax j + b, and if y j has a square root, then the process stops. If y j has no square root, then the scheme continues computing to the next x j until one is found. For some cases, the j becomes larger than K −1, resulting in a situation where M cannot be mapped to the elliptic curve. The principal drawback of this scheme is the question of how to agree on the value of K such that the recipient can decrypt the message. In addition, when M is repeated several times, there is a chance that an adversary can learn the value of the repeated cipher, which is known as the chosen ciphertext attack.
III. PRELIMINARIES A. THE PROBLEM STATEMENT
Due to its effectiveness, we believe that ECC is the future for securing communications in low computation devices such as IoT devices and WSNs. Several schemes have been proposed in the literature to secure nodes with low-capability resources using ECC. However, these schemes suffer from serious security flaws owing to weaknesses in the ECC implementation. These limitations include using the wrong EC, relying on weak message encoding, and facilitating weak message mapping to the EC. Moreover, many schemes fail to provide integrity to the encrypted message, thereby meaning that they do not offer effective AE.
With these considerations in mind, it is necessary to formulate a scheme that offers confidentiality and integrity for the communications that occur between parties on a network. Furthermore, the scheme should be proofed to ensure robust levels of security against several encryption attacks, including plaintext and ciphertext attacks. It is equally critical that the scheme should be suitable for low computation and limited resource devices, and it should perform adequately with respect to the minimization of processing time and storage capacity.
In this research proposal, the following questions have been established to define the problem:
• Does the proposed scheme offer confidentiality and integrity with respect to AE?
• Can the proposed scheme resist encryption attacks and provide negligible propriety to the challenging game with the encryption and decryption oracle, for instance, IND-CPA, IND-CCA, IND-CCA1, etc?
• Does the proposed scheme outperform similar schemes?
B. ELLIPTIC CURVE CRYPTOGRAPHY (ECC)
ECC is used widely in low computation devices such as wireless sensor networks (WSNs) and Internet of things (IoT) devices. This is due to its superiority in providing the same level of cryptographic hardness as other public key protocols with very small size keys and a low computation overhead. For instance, encryption using the RSA algorithm with a 1024-bit key is equal to ECC encryption with a 160-bit key. The substantial difference in key sizes means that devices with lower computational capabilities will perform more effectively [33] . Significantly, ECC is based on the discrete logarithm structure of elliptic curves over finite fields. ECC is used to exchange keys and to facilitate secure communications between two parties, and it offers a way to sign messages to maintain integrity and prevent forgery. Many schemes use ECC to secure communications, but these schemes differ from several areas of encryption. As previously noted, certain schemes are used only to facilitate key generation, while others are used both to encrypt and sign messages. Elliptic curve over Z p , p > 3 is the set of all pairs (x, y) ∈ Z p such that:
where a, b ∈ Z p and 4.a 3 + 27.b 2 = 0 mod p. Therefore, an elliptic curve should be nonsingular, which means that the plot has no self-intersections or vertices. Figure 1 shows an example of the elliptic curve y 2 = x 3 − 3x + 3. Group operations on an elliptic curve are denoted as addition '+'. For instance, let P = (x 1 , y 1 ) and Q = (x 2 , y 2 ). Then the P + Q = (x 1 , y 1 ) + (x 2 , y 2 ) = (x 3 , y 3 ). For a special operation when P = Q, then P+P = (x 1 , y 1 )+(x 1 , y 1 ) = 2P) is referred to as point doubling. Figure 2 depicts an example of elliptic curve point addition. Figure 3 depicts an example of elliptic curve point doubling.
Group multiplication is the ECC major operation [34] - [37] . It is defined as the number of instances of group point doubling. The group multiplication consists of d, an integer number known as a private key, and G = (x i , y i ), a base point on the elliptic curve. Therefore, the operation dG is the d doubling time for G, which results in another point (x j , y j ), known as the public key. The security of ECC is based on the hardness of the mathematical problem [38] , which indicates that in knowing the public key point and the base point G, it is impossible to find d in polynomial time. This is referred to in the literature as the elliptic curve discrete logarithm problem (ECDLP) [39] .
ECC consists of several phases to exchange keys and secure communications [40] - [42] . These phases are used separately and/or together, and they can be listed as follows:
• Generating parameters such as defining the elliptic curve, and calculating P r and P u • Numerical encoding of the message (for encryption) • Hashing the message (for signing) • Mapping the encoded message to an elliptic curve
The main computation involved in the first phase is the calculation of the public key. In ECC, the public key can be derived as the product of d (i.e., the private key) and G (i.e., the base point) [43] - [46] . This multiplication can be improved in several ways by enhancing scalar multiplication in the elliptic curve. The second phase is concerned with the technique used to convert the message characters into numbers, since ECC encryption deals with numbers [47] . Thus it is important to encode each message in a way that prevents any encryption attacks such as the abovementioned plaintext attacks or ciphertext attacks. Similarly, the third phase involves signing the message to ensure that the sender is the one who sent the message, and to safeguard against external modification. The final phase is concerned with mapping the encoded and signed message to the elliptic curve [48] . It is important to map the message to the curve in a way that prevents encryption attacks, and thus it is necessary to combine the second and fourth phases in any proposed scheme to ensure that the encryption properties hold. In addition, signing the encrypted message is a major step that many schemes overlook. When signing an encrypted message, this completes the integrity and confidentiality of the message, thereby qualifying it as an authenticated encryption (AE) scheme.
1) ENCODING THE MESSAGE TO NUMERICAL VALUES
Various schemes have proposed approaches by which messages can be encoded to numerical values, thereby allowing them to be mapped to an elliptic curve. These schemes use the ASCII table to convert each character into its corresponding decimal number [31] , [40] , [49] . For example, the letter 'a' is encoded to 97, 'b' to 98, and so on. The principal flaw with this method is that it falls under the plaintext attack, since the ASCII table is known to everyone. Therefore, another scheme was introduced which relies on a matrix-based approach [50] . This scheme maps a character to decimal numbers which are unknown to all parties except for the recipient. However, two issues are associated with the matrix-based approach: firstly, the question of how to deliver the table to the recipient in a secure way, thereby preventing plaintext attack; and secondly, it is notable that if the table is delivered securely, then the encrypted message will fall under the ciphertext attack, since the encrypted characters are repeated as plain characters.
A third scheme has been proposed, in which the first character ASCII code undergoes XORing with the initial vector IV [51] . XORing is then applied to the second character with previous results, and the process is iterated over. Significantly, this scheme falls under the plaintext attack once the IV is known. As for the fourth scheme, this proposes the multiplication of the ASCII code with a number, where the number is agreed on by the sender and receiver [52] . However, similar to the second scheme, the issue of establishing agreement between the two parties is complex, and this scheme could also fall under the ciphertext attack.
Each of these schemes is vulnerable to a tampering attack, where an adversary can modify the ciphertext without being detected by the recipient. The encrypted message only provides confidentiality and does not support integrity by itself. Therefore in order to maintain the integrity of the encrypted message and ensure that the ciphertext is encrypted by the AE scheme, it needs to be signed before transmission.
2) MAPPING THE MESSAGE TO AN ELLIPTIC CURVE
Once the message has been encoded, it then needs to be mapped to the agreed-upon elliptic curve. Mapping occurs when the encoded message is assigned to the parameter x i and there exists a corresponding y i , such that (x i , y i ) ∈ E p (a, b) . If there is no corresponding y i , then x i is incremented by 1 until a corresponding y i is identified [53] - [55] . Thus, many schemes append certain bits to the message to avoid changing x i , attempting to find the corresponding y i . Nevertheless, it is worth noting that even finding a corresponding y i is an overhead to every scheme. Hence, many schemes simply ignore the y i as it does not play a role in decryption.
When a scheme provides effective encoding that assures the required encryption properties, there is a chance that security flaws occur when engaging in improper mapping. Therefore, an effective scheme should provide viable and complementary encoding and mapping mechanisms. In fact, encryption in ECC amounts to encoding and mapping, and so these elements should always be together and never be separated.
3) SIGNING THE ENCRYPTED MESSAGE FOR AUTHENTICATED ENCRYPTION
Information security consists of three issues: namely, confidentiality, integrity, and availability (CIA) [56] - [58] . Encryption assures the first part, but by itself, it cannot guarantee integrity. Therefore, in order to maintain integrity, it is necessary to assign a value to the message or ciphertext. This value can be obtained by computing the message using oneway hash functions, and sending it to the recipient to assure the integrity of the received message. Using this process, we can add the sender's private key to the one-way hash function to maintain the integrity of the message and ensure non-repudiation [59] - [61] . A recipient can verify that the signer actually sent the message by undertaking the same computation with the signer's public key instead of the private key. A signature by itself cannot guarantee confidentiality, but it ensures that received message is not tampered with by an unauthorised user.
As a well-known method used to sign a message for low computation devices, ECDSA is effective in providing small keys (e.g., 160-bit keys) for signatures with the same level of cryptographic hardness as the RSA algorithm with 1024 bits. In order to sign a message m using EC, it is necessary for the signer to undertake the following steps [62] - [64] :
where k is random number and G is base point 
IV. THE PROPOSED SCHEME (SE-ENC)
The SE-Enc scheme consists of nine phases: generating system parameters; encoding the message, mapping to the elliptic curve; encrypting the mapped points; signing the encrypted message; verifying the received message; decrypting the message; decoding the decrypted message; and converting the decoded message into plaintext. The main focus and contribution of this work is to offer an AE scheme using ECC with secure message encoding, mapping, and encryption. In addition to these phases, it is noteworthy that the first phase is a major step, and many proposed schemes neglect to consider the importance of having a shared key between the two parties to encrypt the message. This phase was included in the SE-Enc scheme because it can reasonably be viewed as a major phase for any system that needs to facilitate AE. In Figure 4 , the nine phases of the proposed scheme are illustrated.
A. GENERATING SYSTEM PARAMETERS
The main advantage of this phase is the generation of the shared secret key between the two parties. This key is used to encrypt the mapped points on the elliptic curve. Table 1 illustrates the system generation notations used in the SE-Enc scheme for each session. It is necessary for the sender to create a shared session key k sh in order to encrypt mapped points on the elliptic curve. Thus, using their private key d s , as well as the recipient's public key PU r , the sender can generate k sh . The process of generating this key is illustrated in Figure 5 .
Benefiting from ECDLP, both the sender and the recipient can agree on a shared key. We can describe this process in the following algorithm:
B. ENCODING THE MESSAGE TO NUMERICAL VALUES
In this work, the encoding and mapping mechanism steps from [29] are extended to overcome the security flaws associated with the current scheme. Each message is divided into several blocks B, where each block B contains N characters. The following equation is used to calculate N :
Thus, in the SE-Enc scheme, the value of N is equal to 23, where p = 192. Similarly, the number of blocks B required is obtained by dividing the total number of characters in M by N . for instance, for a message with 1000 characters, the number of blocks is equal to 44. This can be achieved by using the following equation:
The rationale for dividing the message to this length stems from the need to encrypt each mapped point to the same length as p. In addition, one character is removed from each block to pad it with the 3 bits of zeros that are necessary for the mapping phase. Figure 6 depicts the steps required to encode the message to numerical values. For each message, after obtaining the blocks for the message M , each set of charters in each block is converted to its binary value. Afterward, the first block of binary values are XORed with the IV. Accordingly, each following blocks are XORed with previous XORed block. Finally, each XORed block is padded with 3bits for mapping in the next phase.
Algorithm 2 describes the steps involved in encoding the messages before mapping to the elliptic curve.
Algorithm 1 Key Agreement Algorithm Between Sender and Recipient
Input: PU r , d s , PU s , d r Output: Shared key k sh 1 Sender : apply following multiplication d s * PU r ; 2 Recipient : apply following multiplication d r * PU s ; 3 
C. MAPPING THE MESSAGE TO AN ELLIPTIC CURVE
Mapping a message to an elliptic curve means that (x i , y i ) satisfies the elliptic curve given in equation 1. Therefore, it is necessary to find the y i value which corresponds to x i for each point. For each block from the encoded message, the block containing a binary value is converted into a decimal value. In our proposed scheme, each block from the encoded message, the block containing a binary value is converted into a decimal value. Following that, using the generated EC equation we map this value to EC by find the correspond y i . Figure 7 depicts the process of mapping an encoded message to an elliptic curve. Algorithm 3, presented below, provides an account of the steps needed to map the message. Many schemes overlook the encryption phase and assume that the mapping phase is sufficient to secure the message. However, this view is not correct, since mapping points to an elliptic curve means that the points are eligible to be multiplied with the private key to gain the ECDLP hardness. There are several ways to secure these points. In the SE-Enc scheme, these points are encrypted by adding each point to k sh . Consequently, it is cryptographically hard to retrieve the mapped points without the shared key. Figure 8 illustrates the steps involved in the process of encrypting the mapped points.
Algorithm 3 Mapping Encoded Block to EC Algo
The algorithm used to encrypt the mapped points using the shared key k sh is given as follows:
Algorithm 4 Encrypting Mapped Points Using Shared Key Algorithm
Input: Mapped points, k sh Output: Encrypted points 1 Sender : obtain k sh ; 2 Sender : add k sh to the mapped point; 3 Sender : repeat step 2 for all mapped points; 4 Encrypted points ← the results; 
E. SIGNING AND VERIFYING THE ENCRYPTED MESSAGE
AE schemes assure confidentiality and integrity of the transmitted message between two parties. In the SE-Enc scheme, confidentiality is maintained throughout the previously mentioned phases. To maintain integrity, the sender signs the encrypted points using ECDSA.
1) SIGNING THE ENCRYPTED MESSAGE
Each encrypted message C M consists of all encrypted points that are mapped to the elliptic curve. In addition, IV , kG are included with C M to the sent message M sent . Thus, to produce an authenticated encryption message, the proposed scheme applies ECDSA to M sent . The signing process depicted in Figure 9 .
The following algorithm describes how to sign the C M :
2) VERIFYING THE SIGNED MESSAGE
The recipient can verify and decrypt the signed received message < M sent , (r, s) > using the sender's public key. Figure 10 describes the process of verification engaged in by the recipient. Algorithm 6 describes how the recipient verifies the sender and the integrity of the message.
F. DECRYPTING THE MESSAGE
The following phases are the reverse of the previous phases. This is because the decryption phase is by definition a reversal of the encryption phase. In the SE-Enc scheme, the property of reversibility for the encryption phase is verified. This is because in ECC, subtraction is the inverse operation of addition. Therefore, to decrypt the encrypted points, the recipient must subtract it with k sh . Figure 5 previously illustrated how the recipient generates k sh , and Figure 11 indicates how to decrypt the encrypted points.
Similar to the encryption phase, the mapped points are obtained from the encrypted points using the shared key k sh . This phase is described as follows:
G. DECODING THE DECRYPTED MESSAGE
Following the completion of the decryption phase, the output is a set of mapped points. These points consist of two pairs, represented by x i and y i . The y i value is only used in mapping the points to the elliptic curve. Therefore, the decoding phase is simply concerned with x i , which is used to represent the binary values that are employed in the converting to plaintext phase. The steps involved in the decoding phase are illustrated in Figure 12 .
The steps used to decode the mapped points are described in the following algorithm: 
H. CONVERTING THE DECODED MESSAGE TO PLAINTEXT
The final phase is concerned with converting the binary values into their corresponding characters. These characters represent the plaintext message M . Figure 13 shows the steps needed to convert the binary values into a plaintext message. Algorithm 9, given as follows, describes how to convert the binary values to plaintext:
V. SECURITY ANALYSIS AND PERFORMANCE EVALUATIONS
The main objective of this work was to provide an AE scheme. Therefore, it is important to conduct a security analysis of the proposed SE-Enc scheme. In fact, from the perspective of many researchers, security analysis is the critical aspect of any cryptography scheme. However, in order to provide a feasible scheme, each scheme should be applicable to perform reasonable computation. Accordingly, we comparatively examine the performance results of the SE-Enc scheme in relation to other ECC schemes.
As noted previously, the encryption tests used to evaluate cryptography schemes are IND-CPA, IND-CCA, IND-CCA1, IND-CCA2, and IND-CCA3. It should be noted that any scheme evaluated against IND-CCA3 implies that it is also verified against IND-CCA2, IND-CCA1, and IND-CPA. Thus we evaluated SE-Enc against IND-CCA3.
A. AUTHENTICATED ADAPTIVE CHOSEN CIPHER TEXT ATTACK (IND-CCA3)
A scheme is indistinguishable under IND-CCA3 when an adversary gives the power to submit any m i,0 , m i,1 i = [1, 2, . . . , q] encryption queries of their choice c i ← E(k, m i,b ), which is known as CPA. Additionally, an adversary can submit i = [1, 2, . . . , q] decryption queries of their choice m i ← D(k, c i ), where c i submitted for decryption is not equal to c i received from encryption queries. This is referred to as CCA. The advantage associated with the fact that the adversary can distinguish between m i,0 and m i,1 is negligible. Figure 14 . However, in the SE-Enc scheme, a random IV is used for each encryption session, c i,b ←< IV , E(k, IV ⊕m i,b ) >. Therefore, each time the adversary submits the same messages (m i,j and m i,j ) the encryption oracle will return c i,j = c i+1,j .
The proof of the right part, Adv CI [B 1 , E], which is the adversary advantage of wining challenging game with Ciphertext Integrity (CI) begins by noting that the adversary has the power to access both the decryption oracle and the encryption oracle where the c i submitted for decryption is not equal to the c i received from encryption. Therefore, likewise the CCA the adversary can modify the received c i ←< IV , E(k, m i ) > by XORing the IV with random R, thereby guessing m i . This process is illustrated in Figure 15 . However, as the Ciphertext Integrity maintained, the decryption oracle in SE-Enc scheme ignores any modified c i , meaning that the oracle returns ⊥ ←< IV , D(k, m i ) > for each modified c i . As a result, the Adv CI [B 1 , E] is negligible, thus the Adv IND−CCA3 [A, E] is negligible and this represents a proof that the SE-Enc scheme is indistinguishable under IND-CCA3.
B. REPLAY ATTACK
An adversary can eavesdrop on an encrypted session between the sender and the recipient. Following this, adversary can intercept the encrypted data and resend it again to the recipient, as shown in Figure 16 .
Theorem 2: The SE-Enc scheme is resistant to the replay attack.
Proof: When the sender and recipient establish a communication session that an adversary eavesdrops upon, the adversary can intercept the encrypted messages between the two parties. However, the adversary needs to establish a new session to replay the intercepted messages. Therefore, new session parameters are generated that must be used with a new session, meaning that the intercepted messages are ignored by the recipient as the signature is not valid (i.e. captured packet IV not equal new session IV). A visual illustration of this proof is given in the following figure. 
C. MALLEABILITY ATTACK
When encrypted data is modified, thus resulting in a modification to the decrypted message, this is referred to as a malleability attack. An adversary can XOR the IV with any value, the result being that the message is XORed with the same value. Figure 18 illustrates the steps involved in a malleability attack.
Theorem 3: The SE-Enc scheme is resistant to the malleability attack.
Proof: The adversary can intercept the encrypted messages transmitted between the two parties. In addition, they can modify the intercepted message and resend it to the recipient. However, the recipient will ignore the received message as the signature is not valid. A depiction of this proof is given in the following figure. Table 2 presents a comparison of the security analysis between SE-Enc and other existing schemes.
D. PERFORMANCE EVALUATION
The main objective of the SE-Enc scheme is to offer an AE scheme that provides an acceptable level of performance. The first part of this objective has been achieved, thereby necessitating a performance evaluation to compare the scheme with other schemes. 
1) REDUCTION OF PADDING SIZE IN EACH BLOCK
Mapping any point to an elliptic curve must be undertaken correctly. Some points x i cannot be pointed to an elliptic curve because there is no corresponding y i that satisfies the elliptic curve's equation. Therefore, we increment x i by 1 and try again. If there is a match, then the point is mapped; however, if there is no match, we increment the x i again by 1 and try again. In many schemes, the numerical values that are mapped to the elliptic curve are obtained from the ASCII table by converting the text to a sequence of binary values. Thus, if these values are incremented, then the original value is changed. For instance, the numerical value of ''H'' based on the ASCII table is 72. If there is no match in the elliptic curve equation, this becomes 73 through incrementation, which represents the value ''I''. Prior to the mapping process, many schemes pad the value to create an 8-bit value, which ensures that the mapping is found and the original value remains unchanged.
3-bit padding is used in the SE-Enc scheme. Three experiments were conducted on three well-known elliptic curves, namely, secp192k1, NIST-224, and secp256k1. In each experiment, 1000 random numbers were generated for the 192-bit, 224-bit, and 256-bit sizes, and an attempt was made to map these to the corresponding elliptic curve. We found that approximately 50% of the values were mapped from the first round. Similarly, 75% of the values were mapped from the first and second rounds, and the values increased to 88% in the third round. Over, 98% of the values were mapped to the elliptic curve by the sixth round. In fact, for a 192-bit key, all values were mapped by the seventh round, thus the need for padding bits equal to 3, which allowed us to try up to eight rounds (2 3 = 8 rounds). Figures 20, 21, and 22 show the experimental results.
The findings revealed that the SE-Enc scheme reduces the size of the padding bits to 3-bit. Thus, in comparison to other schemes, SE-Enc decreased the size of the padding bits for each block by over 65%. Figure 23 presents the results of a comparison between SE-Enc and other schemes.
2) ENCODING AND DECODING OPERATIONS
The second issue addressed in the performance evaluation of the SE-Enc scheme was the matter of encoding and decoding operations. For each operation, several steps are required to perform it (e.g., converting characters to ASCII, converting ASCII to binary, and converting binary values to decimal values). The SE-Enc scheme performs two operations per block, while other schemes perform three operations per block. Figures 24 and 25 present the results for the comparison of the encoding and decoding operations between SE-Enc and other existing schemes.
VI. CONCLUSION AND FUTURE RESEARCH
This work introduced the SE-Enc scheme, an AE scheme based on the ECC that effectively encodes messages and maps them to an elliptic curve. Many schemes that ignore the encoding phase become vulnerable to encryption flaws. Therefore, the proposed scheme addresses the encoding phase and, as such, benefits from being resistant to several encryption attacks, including KPA, CPA, CCA, and several other active attacks. Moreover, a proof-based security analysis is conducted in this work to illuminate the degree to which the proposed scheme is secure. The padding reduction properties of the scheme are being discussed, along with the issue of several key-sizes based on well known and approved elliptic curves. Using variety of metrics, this work demonstrates that the SE-Enc scheme outperforms other techniques in terms of being resistance to attacks, padding sizes, the number of encoding operations, and the number of decoding operations.
In future research, the authors intend to study the implications of addressing the encryption property at the mapping phase instead of the encoding phase. In addition, security analysis and performance evaluation of the new scheme will be benchmarked against the SE-Enc scheme.
